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1. Introduction
The electronic collection of data has been an emerging topic for discussion amongst Violence
Against Women (VAW) agencies/programs across Canada. Some VAW agencies/programs are
moving towards standardization through such processes as accreditation; during these processes,
databases are being suggested as possible tools to help promote consistency in how women, youth,
and children’s personal information is collected, stored, aggregated, shared, and/or protected.
There is also increased discussion about the use of biometric data collection (collecting fingerprints
and facial features for recognition) and how it can increase privacy and safety risks for some
women, while increasing safety and security for other women and anti‐violence workers. Though
biometric identification is being marketed as a “state of the art” security feature, we encourage
VAW programs thinking carefully about this option and to read this document first in order to make
women and child‐centered choices for your programs.
We would like to ensure that all agencies who serve women surviving family and domestic violence,
sexual and dating violence, stalking, harassment, and abuse—and their children—are informed
about the risks and benefits of various methods of data collection. We hope that this guide will help
agencies to consider their options and weigh the risks and benefits, so that they can make informed
decisions that not only work for their programs, but ensure that the safety, privacy and
confidentiality of women, youth, and children are protected.
Finally, this guide should be used in conjunction with many resources including:
•
•
•
•
•
•
•
•
•
•

Assessing Technology in the Context of Violence Against Women & Children. Examining
Benefits & Risks. (Safety Net Canada, 2013)
Canadian Legal Remedies for Technology‐Enabled Violence Against Women. (Safety Net Canada,
2013)
Organizational Technology Practices for Anti‐Violence Programs. Protecting the Safety, Privacy
& Confidentiality of Women, Youth & Children. (Safety Net Canada, 2013)
Records Management Guidelines: Protecting Privacy for Survivors of Violence
www.bcsth.ca/content/general
Privacy Toolkit
www.bchousing.org/Partners/H_S_Op/Privacy_tools
Non Profit Records Management Toolkit
www.bchousing.org/Partners/H_S_Op/Administration/Records_management
Provincial and territorial privacy laws
Freedom of Information and Protection of Privacy Act
Provincial and Territorial Child Protection Legislation
Criminal Code of Canada
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2. What Problem Does A Database Solve?
For many organizations, the appeal of a database is the apparent ease through which outcomes can
be tracked and measured and used to demonstrate program “effectiveness” and/or to identify
areas for program improvement. For other organizations, it is a way through which staff activity can
be statistically monitored from a distance.
When considering purchasing or developing a database for the storage of resident/participant
information, it is helpful to clearly identify the problem your agency is trying to solve within your
anti‐violence programs.
• Are you having difficulty locating information that you need?
• Is there an alternative way to find it?
• Is it information that will always be useful to track, or is your need for the information
temporary?
If the benefits of databases were self‐evident, they would sell themselves. Remember that
database companies must establish a need, to create a demand, for them to fill. Consider the
following questions before deciding if your agency/program needs a database:
• How will a database help you to fulfill your organization’s mission statement?
• Is it congruent with your organization’s values?
• Could it result in staff/volunteers working more with computers and less with
residents/participants?
• Will it require staff to ask questions of residents/participants that may influence either
negatively or positively the nature of their relationship?
• Will it cause staff to sit across a desk from residents/participants as they type information
into a computer?
• Are you able to ensure the security, privacy, and confidentiality of the data collected?
Some database companies provide for the sharing of information between agencies. Remember
that sharing information about residents and/or former residents and participants could be in
direct violation of your agency’s contracts with most funders, without the explicit request from,
and/or informed consent of, a resident/participant.
When considering databases, think about:
• Upholding a resident's/participant’s right to privacy and the ethical implications of using
databases.
• Women’s safety and security, and the impact databases may have on safety.
• Do databases help eliminate violence? At times, can databases help abusers/stalkers further
perpetrate violence?
• What are the direct benefits of databases for the women and children you serve?
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3. Risks for Women, Youth, and Children
When considering the liability that databases can cause agencies, it is critical to think and consider
the implications that databases have on the safety, privacy, and autonomy of women, youth, and
children. Here are questions to consider:
•
•

•

•

•

•
•
•
•
•

What happens if Citizenship and Immigration Canada subpoenas or provides a court order for
your data and finds women without immigrant, refugee, and/or Canadian citizenship status
accessing your program?
What if the data you collect is run against a police database and the survivor has charges
against her? What would this mean in terms of protecting the confidentiality and privacy of
women?
Some databases ask programs to collect unnecessary information about a woman, youth, or
child. The collection of irrelevant information into a database, such as information about
women’s abusers, can put women at risk for legal complications such as libel and
"Defamation of Character."
The collection of biometrics does not allow the flexibility to protect a woman’s
confidentiality. If your agency has a security system that requires a resident to provide her
fingerprints in order to access transition housing/shelter, there will always be a record that
she accessed services at your program on a specific date.
Does an agency’s decision to use and store biometric data as a form of safety, outweigh the
possibility of putting women, youth, and children at risk of "unintended consequences"? See
Biometrics, page 9.
What are the risks for women’s safety if a woman’s ex‐partner, or an associate of her ex‐
partner, works for the database company that is hosting her data?
Consider the significant privacy and civil liberty implications of collecting too much data—
such as social media accounts, pictures of residents/participants and their children, Social
Insurance Numbers, and immigration statuses.
How vulnerable is your database to theft, hacking, or abuse? Is it located on a computer
connected to the Internet?
If a resident/participant file is subpoenaed, how will you ensure that all other records on the
database are not compromised?
What are the implications of having an electronic trail of your service that essentially can
never be completely deleted?
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4. Other Things to Consider When Using a Database 1
Necessity
What problem is your agency trying to solve? Is a database really the answer? For example, a
community experiencing difficulties with protection orders being served, may want to create a
database—thinking that it will make the process more efficient. Creating a database doesn’t
address the problem of orders not being served, if the problem is not having enough officers to
serve the orders.
Functionality
Is the database you choose, user friendly? Has your agency allocated sufficient money, resources,
and staffing to keep the database up to date and useful? Has the agency allocated funding and staff
time to conduct annual privacy assessments? Has the agency allocated sufficient resources for
training existing and new staff (turnover), and for providing ongoing technical support?
Privacy and Safety
What confidentiality and privilege laws/regulations/obligations apply? Who will have ultimate
responsibility for ensuring that confidential data is protected? Is there a designated privacy officer
within the organization? Do users sign documents acknowledging their responsibilities for
protecting the confidentiality of data, such as a data confidentiality agreement or an employment
agreement with data confidentiality provisions? Are these incorporated into agency policy?
Resident/Service Recipient Information
What factors will agencies use in establishing collection, modification, use, and disclosure
procedures for identifiable data? Are women and children informed about the security and data
sharing policy? What is the process for residents/participants to opt‐out, inspect, withdraw, or
correct their data/records? How will agencies inform women and children about this process? How
will they ensure that the data is completely gone if a woman/child opts‐out of having her personal
information collected in a database?
Cost
Has the agency priced multiple options and received at least two bids for the project? Has the
agency done a cost‐benefit analysis to assess the balance between ongoing costs and ultimate
benefits? Has the agency designated appropriate funds for the project? While modest expenses for
outcomes measurements are part of any grant, a direct services grant should primarily fund
services and not outcomes measurement.
Security
Best practice is to secure backups at the same level of security as the original source. Has the
agency included plans for system backup and security? How will they ensure all data is encrypted?
Consider contracting with a computer security professional to assess the penetrability/security of
the system, and to recommend improvements.

1

National Network to End Domestic Violence, Safety Net Project. (2011). Selecting A Database. USA. Retrieved
from: http://nnedv.org/downloads/SafetyNet/OVW/NNEDV_SelectingDatabase_Chart_2011.pdf
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5. What Is a Database?
Databases are computer programs used to organize information in a way that can make
information easy to locate, access, and update. Databases can be organized in a variety of ways
(alphabetically, numerically) and can include text, words, and images. Databases can be searched
using a “query” like a name, place, date, etc. to find information about groups of people. Databases
have a “report” function that allows the user to run reports on such things as the number of new
residents/participants in the last month, or the most popular resource accessed, etc.
Databases generally allow "administrators" (it is best practice to have one person in your office
responsible for the database, such as the Executive Director, program manager, Information
Technology (IT) staff, or member of your administration team) to set usernames, passwords, access
levels, and permissions. Additionally, well‐designed databases incorporate audit trails to provide a
detailed record of the queries and actions of each user. Databases can be designed at the outset to
automatically purge or delete certain data elements after a certain time period, and only retain the
elements necessary for reporting purposes.
•

Access levels
Access levels enable an administrator to access database information and to set a variety of
access levels. For example, the system administrator could establish access levels so that a
few staff see all the information in a database, and other users only see the information
relevant to the role of the user (volunteer, staff, attorney, etc.). Before the database is put
into place, it is important to determine who needs to access the data, what level of access is
appropriate, and how access to the data will be limited to these authorized persons.

•

Data storage
Some databases are hosted locally, while others are hosted off‐site. A locally hosted database
means that the data remains in the agency, on the agency’s server. A remotely hosted
database is often a commercial package, whereby the agency pays a monthly fee and the
database is hosted by a third party, outside the agency. (See Section 4.)

Pre‐packaged, commercial databases are often less expensive up front, but may not be adaptable
or may require additional costs to modify the database, or create a new type of report, etc. If
agencies choose to contract with someone to have a database developed especially for the agency,
a limited number of modifications can be written into the initial contract. The costs to develop,
implement, and maintain a database can range widely, from $5,000 to over $50,000.2

2

National Network to End Domestic Violence, Safety Net Project. (2011). Selecting A Database. USA. Retrieved
from: http://nnedv.org/downloads/SafetyNet/OVW/NNEDV_SelectingDatabase_Chart_2011.pdf
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6. What Is Biometric Data Collection?
Biometric data collection aims to automate personal identifiers such as eye colour, fingerprints, and
face shape by comparing “information scanned in real time against an ‘authentic’ sample stored
digitally in a database.” 3 For example, Jane will be staying at your transition house/shelter for 30
days. At intake, the intake worker "scans" Jane’s fingerprint into your agency’s security system. The
security program is set to allow Jane to leave and return to the house, after Jane scans her finger
every time she wants to leave or return (in real time) and the security program recognizes her
fingerprint as a match (authentic sample) in the system.
VAW programs have access to this option when purchasing some security systems. Options to
collect and store a woman, youth, or child’s fingerprints and facial features are marketed to VAW
programs as ways to control access to physical facilities, such as housing programs.
Since 9/11, biometric security systems have increased in popularity and aim to identify individuals
and track movement. The cost of these systems has decreased significantly, and can be included in
a comprehensive security program for approximately $10,000.
Each VAW program must consider the unintended consequences of collecting biometric data, in
addition to the database considerations listed in Sections 2 and 3. Agencies must work through the
questions below, before making an informed decision that puts women’s privacy and safety first.
There are major risks to consider when choosing biometric databases:
•
•
•
•

•
•
•
•

Have you ensured that biometric data cannot be intercepted or stolen?
Is all data, especially biometric data, encrypted? How have you ensured that all encrypted
data cannot be “unencrypted”?
Do all users have strong passwords?
Because biometric data is inherently personal, any interception, hacking, or loss of
biometric data can have detrimental consequences to women and children. How will you
ensure that biometric data is deleted permanently once a resident/participant has left your
program? Is this possible?
Do you have informed consent from residents/participants to collect and store their
biometric data? How have you ensured that they understand the unintended consequences
of providing your program with biometric data?
What happens if a survivor does not consent to you collecting or storing her biometric
data? Women should not be refused access to any of your services, just because they
exercise their right to refuse to have biometric data collected.
Is your agency prepared for any legal implications that could happen if data, privacy, and
confidentiality are breeched?
Has your agency allocated funding to conduct regular privacy assessments, ensure
encryption is up to date, and have Information Technology (IT) consultants/staff available
for any immediate concerns?

3

Electronic Privacy Information Center. (n.d.) “Biometric Identifiers.” USA. Retrieved from:
http://epic.org/privacy/biometrics/#bg
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7. Data Collection Security
A) Data Storage Options
Data security, confidentiality, and privacy breach policies need to be in place before utilizing
electronic databases; an agency data breach can be life threatening for women, youth, and
children who are fleeing and/or living with the effects of domestic or family violence, sexual or
dating violence, stalking, harassment, or abuse. Data breaches can also be financially costly to
an agency.
Personal information can be stored in a database in two ways:
• Remotely, through the Internet.
• Locally, in your agency on your agency’s server.
There are safety implications for both:
i) Database platforms that require Internet access have a variety of security risks that need to
be considered:
• The risk of unauthorized third parties (some of whom may be hackers or advertisers)
potentially accessing information through the Internet about the individual
residents/participants your agency serves. Ensuring that all files are encrypted is one
safety measure. However, someone could still get unauthorized access to your files if
they get hold of an agency staff’s user name and password.
• If staff have access to the database outside of their workplace, it is important to
consider the possibility that their user names and passwords are being stored on
public and personal computers, compromised by other people accessing the computer
or simply by a third party watching a staff member enter their user name and
password.
• There is always a possibility that computers get misplaced or stolen. Are the user
names and passwords stored on these computers?
• Database companies often have access to an agency’s database in order to solve any
“glitches” or make any changes required. The confidentiality of residents/participants
can be compromised if the database company can access your database any time,
without restrictions. Ideally, database company employees will only ever see “Jane
Doe” test records; they should be barred from viewing any of your agency’s
confidential client‐level information.
ii) Databases that are hosted on an agency’s server and do not require Internet access to be
used, also have security concerns

o
o

If your agency server is connected to the Internet, abusers, stalkers, and hackers will
still be able to find ways to access your database.
Consider who has access to the space where your agency’s server is stored. Do
volunteers, staff, outside janitorial staff, utility companies, residents/participants or
other service providers have access to the space where the server is stored? Can
someone walk into your space and pick up your server, and walk out with it?
10

o
o

If the database company is hosting your database on their own server, essentially they
have access to the files your agency uploads to the server.
If your database is stored on your own server, consider how the database company has
access to your database for maintenance purposes.

Note: databases can be used to store non‐personal information; in fact, if you are going to use a
database, try to design it as best you can to collect information about requested and provided
services versus personally identifying information.
B) Security for Paper Files
Paper files also pose a security risk when storing personally identifying information. Programs
should:
•

•
•
•

Ensure that filing cabinets are secure places to store paper copies of
resident/participant records, and that removable hard drives are also locked inside filing
cabinets, desk drawers, or an office/bank safe. Agencies should have plans in place if the
filing cabinet key is lost or stolen.
Filing cabinets should be in locked rooms with limited access.
Clearly defined access levels should identify who has access to the keys for the filing
cabinets, storage rooms, and offices. Access should be defined based on the person’s
job role and a “need‐to‐know” basis.4
Consider who has access to the paper files and filing cabinets. Volunteers, staff, outside
janitorial staff, utility companies, service recipients, or other service providers accessing
your space? Can someone walk into your space and wheel out your filing cabinet?

For more information, see “Records Management Guidelines”
www.bcsth.ca/sites/default/files/Records%20Management%20Guidelines%20April%202006.pdf

4

Field, Julie. (2008). Securing Paper and Electronic Information for Co‐Located Sexual Assault/Domestic Violence
Programs and Partners. National Network to End Domestic Violence. Washington DC.
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8. Different Ways of Using a Database
There are many ways of utilizing a database. It is important that an agency considers what it really
needs, before purchasing one.
Personal Information Database
Some agencies prefer a database to collect personal information only. This type of database is
usually one that is hosted on an agency’s server and can be developed easily in software
applications such as Microsoft Access. These databases might collect basic personal information,
such as a resident's/participant's name and contact information.
Another option for personal information only databases, is to use the database as “more of a 'card
catalog' to reference paper files. Here the data is entered with a non–identifying code instead of a
name. Paper files are labeled with the same code and this helps staff know which filing cabinet to
go to in order to find the paper file.” 5
If connected to the Internet, personally identifiable information in these databases remains at risk
of being compromised by unauthorized third parties, not to mention subpoenas/court orders, and
other persons who may have access to the database.
Case Management Database
Some agencies use resident/participant databases as the primary means of information storage.
This might include inputting personal information and more extensive details, such as which
programs were accessed; background information, such as abuser information and child
information; programs accessed; and case notes and referrals. Programs might create database
fields to collect funder‐required statistics, and output aggregate reports for monthly and quarterly
reporting. In many Internet‐connected or interagency database systems, the risks of breaching
confidentiality and privacy is high. Personal details inputted into databases put the lives of women
and children at risk. See page 16 for the risks associated with databases.
Biometrics Storage
Some agencies consider using biometric identification and authentication methods. These tend to
be marketed as ways to ensure building security. However, using biometric methods to enter a
program/shelter does not necessarily ensure the safety of the women, youth, children, and staff.
When using biometrics, it is important to consider where biometric data is being stored, and how.
Is it encrypted? How can a perpetrator hack into the biometric database and steal personal
information? What happens when biometric data is deleted? When the computer security program
compares biometric information, what happens if there are false positives (allowing access to an
unauthorized service recipient/staff) or false negatives (denying access because a software program
has misread a fingerprint)? Biometric authentication is often quite a privacy‐invasive technology;
because the data collected is of the body (e.g. iris scan, fingerprint), breaches of biometric systems
can create new, significant, and irreversible privacy and safety risks for women, youth, children, and

5

National Network to End Domestic Violence, Safety Net Project. (2011). Selecting A Database. USA. Retrieved
from: http://nnedv.org/downloads/SafetyNet/OVW/NNEDV_SelectingDatabase_Chart_2011.pdf
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staff. For example, in 2005, car thieves in Malaysia cut off a finger of the owner of a Mercedes Benz
in order to get around the owner’s high tech security system. 6

6

Kent, Jonathan. (2005). Malaysia car thieves steal finger. BBC Online. Kuala Lumpur. Retrieved from:
http://news.bbc.co.uk/2/hi/asia‐pacific/4396831.stm
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9. Data Collection In Accordance To BC’s Personal Information
Protection Act: An Example
From the example listed in Section 5, we know that collecting too much data on an electronic
database can increase danger and risks for women, youth and children. It is suggested that agencies
choosing to use an electronic database follow privacy legislation such as BC’s Personal Information
Protection Act (PIPA). Though this is a BC‐specific example, provincial and territorial privacy
legislation can be incorporated.
Below is a table that outlines the legal privacy requirements for BC organizations collecting personal
information on databases, and what to consider before inputting service recipient’s personal
information into one.
According to PIPA Agencies:

Database Implications to Consider

Must receive consent in order to collect, use,
and/or disclose personal information. 7

Informed consent is best practice. Let the
resident/participant know that their personal
information will be uploaded to a database,
and who has access to this database (IT,
developer, staff members/volunteers) and the
risks associated with this.

Must not, as a condition of supplying
a…service, require an individual to consent to
the collection. 8

Have plans in place for when a
resident/participant decides they do not want
to have her personal information collected. If
you are using your database to input statistics,
how do you do so? Are paper files an option
for backup?

On request of an individual, an organization
must provide the individual with the
following:
• the individual's personal information
under the control of the organization;
• information about the ways in which the
personal information...has been and is
being used by the organization;
• the names of the individuals and
organizations to whom the personal
information...has been disclosed by the
organization. 9

• Is your database capable of printing off the
resident/participant
information/electronic case file without
jeopardizing other women’s information?
• Have information ready about how your
organization is using personal information
in the database.
• Remember to include the database
developer and their staff, if they have
access to your database.

7

Province of British Columbia. (2013). Personal Information Protection Act. Retrieved from:
http://www.bclaws.ca/EPLibraries/bclaws_new/document/ID/freeside/00_03063_01
8
Province of British Columbia. (2013). Personal Information Protection Act. Retrieved from:
http://www.bclaws.ca/EPLibraries/bclaws_new/document/ID/freeside/00_03063_01
9
Province of British Columbia. (2013). Personal Information Protection Act. Retrieved from:
http://www.bclaws.ca/EPLibraries/bclaws_new/document/ID/freeside/00_03063_01
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Must protect personal information in its
custody or under its control by making
reasonable security arrangements to prevent
unauthorized access, collection, use,
disclosure, copying, modification or disposal,
or similar risks. 10

Are your database files individually encrypted
(e.g. is each person’s data separate? How
strong is the encryption you are using?
What happens if the encryption can be
“decrypted” by third parties?
Does your agency have firewalls and anti‐virus
software?
What policies do you have in place if third
parties do access your files, or your agency
server is physically removed?
What access levels will staff have?
What security plans do you have in place for
backups or disposal of old hard drives?

Must destroy its documents containing
personal information, or remove the means by
which the personal information can be
associated with particular individuals, as soon
as it is reasonable to assume that:
• the purpose for which that personal
information was collected is no longer
being served by retention of the personal
information, and
• retention is no longer necessary for legal
or business purposes. 11

A computer’s data can almost always be
recovered. Have a plan to physically destroy
all computer hard drives that have access to
the database when your agency decides to
upgrade hardware.
Have a plan in place for when to delete a
resident/participant file after their file has
been closed and the retention period for
records is over. (Discuss with the developer if
deleting a file permanently is possible, if your
agency is still utilizing the database.)

For more information on BC’s Personal Information and Privacy Act:
http://www.bclaws.ca/EPLibraries/bclaws_new/document/ID/freeside/00_03063_01
Other considerations:
•

•

Data and privacy laws vary from province, territory, and country. Know what laws apply to
your data if your participant’s files are stored in a jurisdiction other than your own. Ask who
owns the records, if they are being stored offsite.
Have a plan in place for if your whole database gets subpoenaed/court ordered, instead of
the individual file sought in a court case or by law enforcement.

10

Province of British Columbia. (2013). Personal Information Protection Act. Retrieved from:
http://www.bclaws.ca/EPLibraries/bclaws_new/document/ID/freeside/00_03063_01
11
Province of British Columbia. (2013). Personal Information Protection Act. Retrieved from:
http://www.bclaws.ca/EPLibraries/bclaws_new/document/ID/freeside/00_03063_01
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10. Database Benefits For Programs
Agencies are likely to choose a database based on a variety of benefits:
• Databases allow agencies to analyze relationships between data and run reports on service
usage. 12
• Resource databases eliminate the need to recreate materials or resources and generally
offer keyword searches to provide quick results. 13
• Databases offer agencies the benefit of standardizing their method of data collection.
• Databases provide service providers with one system that is hopefully easily accessible to
users.

12

National Network to End Domestic Violence, Safety Net Project. (2011). Selecting A Database. USA. Retrieved
from: http://nnedv.org/downloads/SafetyNet/OVW/NNEDV_SelectingDatabase_Chart_2011.pdf
13
National Network to End Domestic Violence, Safety Net Project. (2011). Selecting A Database. USA. Retrieved
from: http://nnedv.org/downloads/SafetyNet/OVW/NNEDV_SelectingDatabase_Chart_2011.pdf
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11. Database Risks For Programs
Before purchasing a database, agencies must consider the safety risks in order to maintain the
privacy and confidentiality of its residents/participants.
VAW Program Database Considerations
• Data kept on a computer that has Internet access is vulnerable to interception or breaches. A
security breach can happen on many levels. Agencies need policies on who has access to the
database, physical security of the agency’s server, and security against third party breaches
such as “hacking.”
• Agencies are often served with subpoenas and/or court orders for the records of
residents/participants. Agencies need policies in place for this occurrence, including how not
to put other residents'/participants' records at risk and how to let the residents/participants
know that their records have been subpoenaed or court ordered.
• Remember that any information entered into a database could exist for perpetuity. Even if the
database owner promises to delete it after a certain number of days, data can be backed up,
removed, exported, a screenshot taken, etc. It’s important to carefully consider what is
collected, and what the future implications may be. This is important to consider after the
woman leaves shelter. Does she own or have access to her data?
• Although it’s highly unethical, there is always a risk that data collected for one purpose will be
used for secondary purposes (such as intake information being used by researchers for
research studies). Additionally, there is a risk that current or former employees will purposely
or accidentally share confidential information, or take advantage of their access to the
database to perform searches for personal use.
• Untrained users may accidentally delete or alter data.
• Would you refuse service if a woman does not want her data stored in a database?

17

12. Database Vendor/Developer Considerations
• It is best practice to ensure that database vendor/developer employees DO NOT have access to
your database. Often, database vendors will confirm that vendor employees do have access, but
that they have signed a confidentiality waiver. It is important to ask the vendor questions on
what happens if a vendor employee breaches that confidentiality agreement.
• If a vendor hosts an agency's data, can a vendor deny agencies their data if their business closes
down, they experience technical problems, etc.?
• Agencies must clarify in a legal written contract who owns your agency’s data, once it is stored
on the vendor’s server or in a cloud database system.
• Does the vendor have policies on what happens if they get subpoenaed/provided with a court
order for your resident/participant records, and will they let your agency know if they do?
• Ask the vendor what security measures are in place to protect your agency’s data and services.
For example, is the data encrypted, and if so, who has the encryption key?
• If the provider goes out of business, what happens to your agency’s data and services?
• Your agency is liable for the personal information uploaded into a database. Have legal contracts
written to ensure that survivors’ privacy, confidentiality, and personal information is being
upheld.
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13. Recommendations For Database Privacy And Women’s Safety
• If your agency is using a database, agency staff must obtain Written, Informed and Time Limited
Consent from residents/participants acknowledging that they know their information is being
stored in an electronic database, and are informed about the security and confidentiality risks
associated with this method of data collection.
• Ensure all data is encrypted. Have plans in place for if data becomes “unencrypted.”
• Individualize Levels of Access for each member of staff and volunteers who have access to the
database. Do administrators, volunteers, and management need access to all files if they are not
working with women, youth, and children directly?
• Have a plan in place if the main administrator of the database leaves, takes unexpected time off,
or is sick. Who knows how the database works?
• Have a plan in place with the database developer for if they are no longer in business, or if there
is staff turnover. Who owns the files? What happens to women’s information if it is hosted on
the developer’s server?
• Work with the Database Developer to plan for potential subpoenas/court orders for confidential
files/records. Ensure in a legal written contract that the developer will let you know that files
have been subpoenaed/court ordered, and whose file it is. Is there a time frame they will
contact you by? What is the policy around this? Note that your agency is liable for the
developer’s actions with the personal information.
• Organizations should protect any personally identifiable information collected about a
resident/participant, since any data leaks or breaches could be fatal.
• For safety reasons, we recommend that organizations not store confidential or personally
identifiable information about residents/participants on any computer that is connected to the
Internet. Without an Internet connection, there is significantly less risk that an abuser/stalker
will hack in and access your organization's data, or, that a virus will infect your computer and
automatically email confidential files out to others.
• Collect only information necessary to do the job. Database sales representatives typically
showcase database perks such as storing photos, Facebook account information, names, and
addresses of the abuser and immigration/refugee/First Nations/Metis/Inuit or Non Status
information. Collecting unnecessary information can pose risks to women’s safety. Work with
the Database Developer prior to launching your database in order to ensure that only necessary
fields are in your database.
• Have plans in place for if there is a privacy complaint made against your agency. Consider what
potential outcomes there could be if data has been breached or hacked, and if the lives and
safety of women and children are put at risk.
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14. Resources
• Organizational Technology Practices for Anti‐Violence Programs. Protecting the Safety, Privacy &
Confidentiality of Women, Youth & Children. (Safety Net Canada)
• www.nnedv.org/docs/SafetyNet/OVW/NNEDV_SelectingDatabase_Chart_2011.pdf
• www.nnedv.org/docs/SafetyNet/NNEDV_DataSecurity.pdf
• www.bcsth.ca/content/general
• www.bchousing.org/Partners/H_S_Op/Privacy_tools
• www.bchousing.org/Partners/H_S_Op/Administration/Records_management
• Provincial and territorial privacy laws
• Freedom of Information and Protection of Privacy Act
• Provincial and Territorial Child Protection Legislation
• Criminal Code of Canada
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SECTION F: GENERAL RESOURCES
BC Society of Transition Houses: www.bcsth.ca
Canadian Association of Social Workers: www.casw‐acts.ca
Canadian Association of Social Worker Education: www.caswe‐acfts.ca
Canadian Clearinghouse on Cyberstalking: http://www.cyberstalking.ca/en
Canadian Judicial Council: http://www.cjc‐ccm.gc.ca
Canadian Legal Information Institute (CanLII): http://www.canlii.org/
Centre Canadien d’Information sur le Cyber‐Harcèlement www.cyberstalking.ca/fr
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http://habilomedias.ca
Kids Help Phone: www.kidshelpphone.ca
Media Smarts: Canada’s Centre for Digital and Media Literacy: http://mediasmarts.ca
Northwest Territories Access to Information and Protection of Privacy Act, SNWT 1994, c 20:
http://www.canlii.org/en/nt/laws/stat/snwt‐1994‐c‐20/latest/snwt‐1994‐c‐20.html
Nunavut Family Abuse Intervention Act, including application forms for emergency protection order or
community intervention order: http://www.nucj.ca/FAIA.htm
Office of the Privacy Commissioner of Canada: http://www.priv.gc.ca/index_e.asp
National Network to End Domestic Violence: http://nnedv.org/
Need Help Now: http://needhelpnow.ca/app/en/
Nonprofit Tech 2.0: http://nonprofitorgs.wordpress.com/
Province of Nova Scotia Canada. What is Bullying and Cyberbullying?: http://antibullying.novascotia.ca
Rules of the Court for the Nunavut Court of Justice: http://www.nucj.ca/rules.htm
Samuelson‐Glushko Canadian Internet Policy and Public Interest Clinic (CIPPIC): http://www.cippic.ca
SexAssault.ca: http://www.sexassault.ca/index.htm
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