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OVERVIEW

This guide offers sampleolicy templatego assist antviolence organization® develop specificuse
of technology policies for thePrevention, Education, Advocacy, Counselling and Empowerment
(PEACE) Programs for Children and Youth Experiencing VioRBAEE programere formerly
namedthe Children Who Witness Abuse (CWWA) Programs.

These policy templates werreated to ensure that the way technology is used in aliective work
to support womenghildrenand youthexperiencing domestic violenomes notnegativelyimpact the
privacy,confidentialityand safety othe women, youthand children who access our servicdhe
policytemplatesincludedin this resourcespedfically addresshe use of technology byoard
members, employee@ncluding the Executive Diraxd), sub-contractors, service providers,
volunteers, traineesandwork placement and studenihternsworkingwithin the PEACRrogram

The policy templatemcludedin this guidereflect:
9 contractual obligations byhe Ministry of Public Safety argblicitor General
9 current legislationand
1 use of technology best practice.

Thepolicytemplatesprovidedare meantto supplementcurrentorganizationgland specificPEACE
Program policies. It does not presume to dictate the contents of policy ifedividual orgnizatiors
but instead providea possible framework in whighersonnel working within EACRrogram caruse
technologyin away that is attentive to the safety and privacy of women, children and youth that
acces$PEACIgrograms.

PEACE prograpersonneland administrators are encouraged to review these templates and adapt

them to the technology available their PEACE prograsn For example, in this guide, sample polices

for fax machines, scanners and printers are written asAGEprograms have three separate devices.

| 26 SOSNI 6S 1y26 GKIG YIye addikeldfoleYhase dalicks canbef Ay 2
combinedin a way that makes sense for your organization

The sample policy templates include a variety of headingslfmty. Theyinclude:

f Rationale:The rationale represent$ K S & gK® (i K Satenient ofjuStdichtionthat
detailswhy the policy has been developed antly itis important to the sevice. The

Ly 2yitAyS 02L® 2F (GKS at 9!/ 9 t NPINhitws/bcgth.ce/@@ +yR ¢ SYLIX
content/uploads/2018/05/PEACErogramPolicy Templateand-Guide2018Final.pdf
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rationale gives context (politicahd/or organizational) to the policy development. (OAITH,
2010)

1 Policy StatementThe policy statement describes the rules, guidelines and boundaries of a
specific issue. This statement should demonstrate tN&bl YA T F A2y Q& LR AAGAZ2Y
about how the organization will carry out its activities. (OAITH, 2010)

1 ProceduresProcedures are tha K 2, thé methods to implementing a policy. They are
action oriented Procedures detail who performs the proceduréhat steps are performed,
when the steps are performed, and how the procedure is performed.

1 Policy created dateDatethe policyiscreated

Policy review dateDatethe policyisup for review.

91 Policy designate / overseen byWho is responsible for overseeing the policy, for example,
finance personkExecutiveDirector, board, volunteer codtinator etc.
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=

For the purposes of this resource, thelicy templates include only the rationale, the policy statement
and procedures. Theolicy created date, the policy review date, and the policy designate, have been
left blankas this will vary between agencies dependamgwhen the policy is implemented

A NOTE ON LANGUAGE

Throughout this policywe refer to progranparticipantsandwomen, children and youtlaccessing
servicesThese terms are interchangeable.

Personnetefers toboard members, employedicluding the Executive Directand PEACE program
counsellory, sub-contractors, service providergolunteers, traineesand wak placement and
student internsworking as part of the PEACE program

Personalinformation is defined by the Office of the Information and Privacy Commissioner for British
Columbian the Personal Iformation Protection Act (PIPA) dsformation thatcan identify an

individuaEo F2 NJ SEIF YLX S | LISNBR2Yy Q& ylIYSEI K2YS | RRNBaax
meansdinformation about an identifiable individua({for example, physical description, educational
gualifications or blood type). Personaformation includesemployee personal information but does

not include business contact information or work product informatién.

2hFFAOS 2F GKS t NAGIO& /2YYAAaA2YSNI F2NJ . NAGAAK [/ 2f dzYo
Protection Acthttps://www.oipc.bc.ca/guidancelocuments/1438
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SECTION 1: OFFTMECHNOLOG
1. OfficePhones

Rationale:Agency XYZs comnitted to ensuring that alwomen, children angouth experiencing
domestic violence arable to communicate witfPEACRrogram personnelising thesafest and
most accessiblenethod of communication Communicating by landlinephoneis one of the
safest and easiest methods.

Policy Statement:Persomel working inrPEACE programsll communicate with womeychildren

and youthin the safestand mostaccessible methodhat Agency XY£an provide based on
resourcesand guidelines outlined byIPA and the Office of the Privacy Commissioner of Canada
Steps to maintain the confidentiality, privacy and safetym@imen, childrerand youthwill be

taken.

1.1 Caller ID

Procedures! 3 Sy O &landline’plibaie systers set up to block thagency ghone
number and name from showing up on theS O S kafle8INIXBREACE program
personnelare in doubtthey will test the systembefore making a call t¢potential)
program participants

If PEACE prograpersonnelare callinga program participanfrom a phone that is not set
up to blockthe outgoingnumber, personnel will manually dial *67 befad@lingthe
number.

Note: Some receivemsill reject calls with blocked number®EACE program personnel
Y& dzyof 201 GKSumbeoSogtieyiade 6f 2 O1 SR

1 explained any potential safety risksich as a perpetrator monitoring her phone call
log and

1 haveconsent from the program participarthat it issafe tounblock the number
when calling her

As it ispossible to unblock blocked numbers, safety planning witigram participants
about conmunicating via phone is important.

3When writing theirorgg AT I GA2y I £ LRt AOSaT 2NHFIyAT FGAZ2ya gAftf AyaSNL GKS
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If PEACE program personim@ve any concerns or doubhthey willget approval frontheir
supervisor before making the unblocked phone call.

Note: Agencies using a cloud based phone system should include policies about the risks of
cloud based phone services and procedures around communicating when there is no power
and/or internet access.

1.2 Voice Mail
Procedures:

a) PasswordPEACE pgram personnelvho have beerassigned a voicamailboxwill reset
the password of the voicemaox when beginning their employment Agency XYZ.

b) Voicemail GreetingWhen recordingavoicemail greeting, th®EACE program
LIS NE& 2 voifednhil@yeetingnust ask for the caller to state whether it is safectl
back and leave a messagen their call is returnedVoice mail greetings will also
state the office hours of personnel and an alternative emergency number.

c) Deleting MessagesAfter listeningto voice mail messagegersonnel wilimmediately
delete messaged.his will be done unless the message is needed and the reasons are
documented by the PEACE program supervisor.

Policy created date:
Policy review date:
Policy designate / overseen by:

2. Mobile Phones Owned by the Agency

Rationale: Agency XY committed to having safe and accessible technologies alailab
personnel to provide PEACE program serviddebile phones including smartphones can make it
easier for PEACE program personnel to do their work wiol&ingoffsite. Mobile phones can

help PEACE program personnel communicate with fellow employees and program participants,
check calendars, accefiles from the agency server, access email and update any paperwork or
reports.



Use of Technology Policy Template Guide

Though their size and portability can be convehi¢imere are security and confidentialitisks

associated with using mobile phones that require careful consideratimn.examplesometimes

having the location settings turned on (under a mobile phones privacy settings) can be useful, for
example, to get directions when accompanying a program participant to an appointment. Other

times having the location services turned can inadvertently disclose the location of PEACE

program personnel angarticipants, giving awathe location of a confidential Transition House
f20FGA2y 2NJF LINPINIY LI NIGAOALNI yiQa | RRNBaa 2NJ

Other confidentiality andecurity risks to progm participanf grivacy and agency confidentiality
to corsider are that mobile phones can

Easilybe stolen or misplaced,;

Breachpersonal information through contacts, call logs, emails and text messages;
Quickly instalspyware;

Have cloud servemsasily accessed/intercepted for personal information, photos and
videos;

Inadvertenty disclosepersonal information by linking to other devices;

Potentially enable third parfgevelopers toaccesspersonal information when

R2gyf 2 RAy 3 | LlL)omedree agphicatians rhay acoeSsthelzdad stéred
on the device, such as contacts or pictures.

= =4 =4 =4

= =4

Not using personal mobile phones will help to protect program participants, PEACE program
personnel ancAgency XY#om subpoenas and breach of confidentialégal actim as all
communication can be considered part of a program patrticipant record.

Policy StatementAgency XYZllows the use oAgency XYzawned mobile phones by PEACE

program personnel while they are working offsitéth limitations. All personnel using agency

mobile phones will be made aware of the potential safety and security risks (e.g. downloading of
ILLQas Of 2dzR ASNWSNJ 402N IS0 1 aa20AFGSR gAlK Y2

Using mobile phones that are not owned Agency XY £Zan breach the confidentiality @fomen,
children and youttaccessing the PEACE program and put their privacy and safety at risk. In
accordance with the guidelines provided by the Office of the Privagyn@ssioner of Canada and

the Office of the Information and Privacy Commissioner for BC, using mobile phones not owned by
Agency XY communicate with program participants is prohibited.
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Note: Organizations allowing the use of personal laptops aobilerphones for PEACE program
work must comply with the Office of the Privacy Goissioner and PIPA guidelin€3ease see the
Bring Your Own Device Sectionpage .

2.1

2.2

2.3

24

Program Personnehccounts

ProceduresWhenAgency XY®bans a mobile phone to a REE program personnel to

use for work purposes, the PEACE program personnel will work with the Administration
Manager and/or IT subcontractor to set up an account and User ID and password for their
work mobile phone. This ID will not be used with any ottevice.

Security: Passwords

ProceduresWhenAgengy XYJ4oans a mobile phone tBEACE program personnel to use

for work purposes, the PEACE program personnel will set up the phone with a unique and
A0NRBY3 LI &23a62NRO PasvErd iNaB Givisid-torthelsiheénlisary y St Q a
Executive Directoor Administration Manager in a sealed envelope, kept in a locked

cabinet and onlyccessedf necessary.

Soring Contacts

ProceduresPEACE program personnel will not save or stoyepast or present PEACE

LIN2Z 3NJ Y LI NI A OA LJ vy GAQeéncyXeafiet iBabile phprie Nevhiesi A 2 Yy 2
of Agency XYBersonnel can be stored on the phones contact list on a first name basis

only.

Voicemail
Procedures:

a) PasswordPEACE program personnelfaency XY#ho areusingmobile phones
that have voicemail capability must reset and change the password of the voicemail
box when beginning their employment #ite agency owhen getting a new mobile
phone A copy otthe password will be given to the Administration Manager,
supervisoror Executive Director in a sealed envelope and stored in a locked cabinet
only to beaccessedf necessary.
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b) Voicemail GreetingPEACE program personalAgency XY®ill clearly recorch
voicemail greetingwhich states their office hounshen callers can generally expect
to receive a rely to their message (typically within2business daysand an
alternate number to contact in case of emergency. When recording the voicemail
greeting the voicemail must ask for the caller to state whether it is safe to return
their call and leave a voicemail on the number provided.
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c) Deleting MessagesAfter listening to voice mail messages, PEACE program
personnel will imrediately delete all message This will be done unless the
message is needed and the reasons are documented by the PEACE program
supetrvisor.

2.5 Caller ID

ProceduresAll Agency XY#obile phones will be set up to block the caller ID. If a mobile
phone is not set up to block theumber or show up as private, PEACE program personnel
will manually dial *67 before they dial the number of any (potential) PEACE program
participants.

Somereceiverswill reject calls with blocked numbers. PEACE program personnel may
unblock their bbcked number once they have:
1 explained any potential safety risks such, as the perpetrator monitoring her phone
call log, and,

9 have consent from the program participant that it is safe to unblock the number
when calling her

If PEACE program personhalve any conerns or doubs, they will get approval frortheir
supervisor before making the unblocked phone call.

2.6 Personal use

ProceduresWhenAgencyXYZ loans a mobile phone to a PEACE program personnel to
use for work purposeg#igency XY®@ill communicate clearly all policies related to
personal us of the agency mobile phondhese include policies related to:

i storage of personal contact information
9 taking personal photos or videos
9 downloadng of Apps
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2.7

2.8

29

9 connecting to other devices
9 location traking/GPS enabling functionand
1 sending and receiving of personal communicasgion

Ownership and Privacy

ProceduresBy law,Agency XY#ustensure PEACE program personnel are following the
policies outlined in this document and storing and destroying personal information in
compliance with PIPA. If necessary, PEACE program personnel may be asked to provide
their agency owned mobilelmne toreview security updateand confirm that deletion of
communications are up to date.

According to the OIPC BC, personal information in an organizations control may be subject
to reasonable and acceptable corporate monitoring.

Sharing: Location an@ontent

ProceduresPEACE program personnel will ensure that location services are turned off on
their agency mobile phone when they are not using it.

PEACE program personnel will also disable Bluetooth capabilities oagkeary mobile
phone to minmize the risk of interception.

Note: If the location settings are turned on and PEACE program personnel take a photo or
video, the location, date and time of where the photo/video was taken will be stored on
the photo/video metadata (data of the photo).

TakingPhotos and Videos

ProceduresPEACE program personnel will only take work related photos and videos on
their Agency XY@wned mobile phones. In compliance with PIPA, PEACE program
personnel will inform program participants of any risks agged with having their photo

or video taken such as posting photos online, and storing photos and videakurda
server. Storing photosr videcs on a cloud server can make it easy for individuals to
access and/or intercept the personal images.

PEAE program personnel will obtain written consent from program participants before
taking any photos or videos by providing them witRfzoto Conserform. Participants

10
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2.10

211

212

2.13

will be informed that they have the right to withdraw their consent to use their image a
any time.

Soring Photos and Videos

Procedures:When setting upAgency XYQZi@obile phones and the accounts associated
with them, the Administration Manager and IT subcontractor will ensure that photos and
videos are not backed up to any cloud servers including iCloud or Google Drive. Photos
and videos will be deleted within 3 bimess days when they are no longer usefudmmce

they have beemploaded to! 3 Sy O @main covbuéer network.

Joud Backup

ProceduresWhen setting upAgency XYZ &@obile phones and the accounts associated

with them, the Administration Manageand/or IT subcontractor will ensure that the

LK2ySQa O2yiGSyids AyOftdzZRAy3I G(SEGAT SYIFAfaz O
any cloud servers including iCloud or GoogledrirEACE program personnel will not

change these settings in order potect their privacy anctonfidentiality of program

participants.

Gonnecting to WiFi

Procedures:If PEACE program personnel are working on files and documents that contain
any personal information or sensitive details, PEACE program personnel will not connect
or use public WFi networks. This includes hisinot limited to free WiFi networks

avaibble in coffee shops, restaurants, airports, community centers, hotels and libraries.
These typically insecure networks are vulnerable to hacking or interception.

Linkto Other Devices
ProceduresPEACE program personnel will ensure that the agemmed mobile phone is
not linked to any other devices, work related or personal B.¢. K2y Sa (2 At RAX ¢

and Apple watches.This will make the mobile phone more secure and prevent
inadvertent disclosure of any personal information.

11
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2.14 Updating the Mobile Phone

Procedures: One easy security precaution is to keep the mobile phone operating system
up to date with the latesbperating systenversions. PEACE program personnel will
download all available updates to their devices within 5 business days of the newest
update available.

2.15 Download of Applications

ProceduresSomeApplications Apps) give developers access to the phoneliding

00S&aa (G2 Yy AYRAGARIZ ft Qa LISNAZ2YIt AYF2NNI G
be cautious of the types of Apps that are downloaded onto agency phones and fully read

the Terms and Conditions of each App that they do download. PEACE pmensonnel

will only download Apps that are necessary for their work.

If participant informatim is stored in email, contacts other areas in the device, it may

be possible for the information to be accessed by th&pgs. PEACE program personnel

will pay close attention to what data thegpps are accessing and collecting by reading

the permissions, either on the deviceorthppQa 6 S0aAA0S 0ST2NB R2gyf 2
their work mobile.

If PEACE program personnel have any doubt, they will check witupevisor,
Administration Manager and/or IT subcontractoefore downloading an App

2.16 Deletion of Call Logs,Messagesyoicemails

Proceduresin compliance with PIPA, PEACE program persatglency XYill delete

0KS Y20Aft S UdkingsSageilogQdxitmeagds ard ¥oicemails dailyless it

is absolutely necessary to keep. Keeping a text message, photo, email, voicemail from a
(potential) PEACE program participant should only be done with permission from a

supervisor and/or in@me cases the Executive Director. This is because the phone could

be monitored and communication intercepted. Furthermore, all communication stored on

a mobile phme can be subpoenaed and consideteli NIi 2 F LINREIANI Y LI NI AO.

2.17 RemotelyWiping or Disabing aPhone

ProceduresA copy of the mobile phone account information and passwords will be left
onsite with the Administration Manage8ipervisoror Executive Director in case the

12
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Agency XYawned phone is stolen or misplaced. If theople is stolen or misplaced,

PEACE program personnel will report this to their supervisor immediately. The supervisor

will contact the Administration Manager who will then connect with the IT subcontractor

to assist in remotely disabling (locking the phdram further use) or wiping (erasing the
LIK2ySQa 02y iSyidao GKS LIK2yS Ay Ol asS Fye LIS
participants are on the phone.
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Policy created date:
Policy review date:
Policy designate / overseen by:

3. Fax Machine

Rationale:Agency XY® committed to protecting the privacy and confidentiality of all program
participants. PEACE prograpersonnelmust abide byPIPA or the Personal Information and
Electronic Documents Act (PIPERAEN sendhg personal informatiothrough fax. Faxes are
most often used to send documents areferrals on behalf of womerhildrenand youth
accessin@EACE prograservices. Typidsl these types of documentontain personal
information. If intercepted, accessed or sent to the wroagdress, a fax could put program

LI NI A @rvadyaydisalely at risk.

The majority of the fax machines that PEACE programs use have the capacity to store information
such as date and fax number of sent and received faxes. Larger machines habiitihto store

a digital copy of all of the information contained in faxes sent and receilfélde fax machine

hard drive is not destroyed or the data permanently deleted before returning the machite to

lease company, or donating or recycling, thés a potential for a data breach.

Policy Statementin compliance witiPIPEDA and PIFREACE prograpersonnel will not include
personally identifiable informationfgprogram participants tinternaland external programs via
fax withoutthe signed mformed consent of the program participatitat has beerdocumented in
0§KS t 9! / 9Rele® dl INfbridafigiROl) form. Before asking a program participant to
sign the ROI, PEACE program personnel will inform the program participant of allsskatasl
with sending a fax containirgersonal information and their rights to revoke consent.

4 Many PEACE forms mentioned throughout this guide can be found in the PEACE Program Toolkit at
https://bcsth.ca/wp-content/uploads/2017/12/Peacé&rogramToolkit. pdf

13
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PEACE prograpersonnel wilfollow the recommendations for the faxing of personal information
by the Office of the Privacy Commissioner of Carfsties://www.priv.gc.ca/en/privacy
topics/technologyand-privacy/02_05_d_04/
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Note: Other policiesrelated toa multifunctionaldevice such aa printer and/ora scanner may also
need to be considered.

3.1 Sending of Persual Information

ProceduresBefore agreeing to send a fax containiagJNE I NJ Y LIpesbBn&lOA LI y i Q&
information, PEACE program personnel wiform her or the mature minor of any
potential risks that couldmpact herconfidentiality,safetyand privacy. This can include
but isnot limited to, interception, more than one person at the receiving end having
access to their private information and/or their locatibeing compromised bfgency
, v Aumber appearing on the received copy of the fax.

According taPIPA, women anghature minos must consent to havintheir information
sent via faxAnInformedConsenform and Agency XY@ Release of Informatioform
mustbe provided toprogram participantsto completeand sigrbefore faxing Program
participantswill be informedthat they can revoke thie Release of Information at any
time. This can be done via the PEACE pro@&wavocation of Informatioform.

AllcompletedinformedConsentRelease of Informatioand Revocation of Information
forms will be filedn the LJ- NIi A Gekdrd: Yy G Q &

If there isa privacy orsafety concernPEACE program personnel wéll the receivepf
the faxto make sure that the person the fax is intkedfor is there to pickup the faxand

confirm that they have received the document.

Note: Other policiesrelated toa multifunctional device such asprinter and/orascanner
may also need to be considered.

3.2 ReceivingPersonallyldentifying Information
ProceduresPEACE prograpersonnel atAgency XY®ill not requireprogram

participantsto send personal informationther than their name and contact numbeia
fax (such am Referralforms) in order to access services.

14
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When aprogram paticipantis eypecting PEACE program persontioeleceive a fax
containing personal imirmation on their behalf, PEACE progrparsonnel will ensure
that the document is picked up immediately and givertte participart. If the
participantis not on site at the time, PEACE progrparsonnel will store the document in
a locked cabinet on site.

3.3 Sorage, Purging and Destruction

ProceduresTheAdministration Manager in conversatiavith the Executive Director and
Information Technology (T) subcontractorare responsible for ensuring that all records
and memory on the fax machireard driveis destoyed before the machine is sold,
donatedor returned to the leasing company.

Note: Other policiesrelated toa multifunctional device such asprinter and/orascanner
may also need to be considered

Policy created date:
Policy review date:
Policy designate / overseen by:

4. Printer

Rationale:Printersare used to print documents whidometimescontainthe personal

information ofwomen,children and youttaccessindPEACE programlost printers have an

internal hard drive which store a digital copy of every item printed. If the printer hard drive is not
destroyed or contents permanently deleted befatés returnedto the lease vendorjonated or
recycled, the personal information of program participants could be breacR&RACE program
personnel are committed to ensuring the privacy and safetwarhen, children and youth

accessing their programs.

Policy StatementPEACE program perstelat Agency XY®ill comply with PIPAvhen collecting,
storing,using and disclosiritpe personal information ofvomen, childrenand youthaccessing
PEACIkrograms.

Note: Other policiesrelated toa multifunctionaldevice such as fax machiaad/or ascanner may
also need to be considered.

15
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4.1 Sorage, Purging and Destruction

ProceduresTheAdministrationManager in conversatiowith the Executive Director and
IT subcontractor is responsible for ensuring thht@cords and memory from all priets
at Agency XYZredestroyed before the machine is sold, donated or returned to the
leasing company.

Policy created date:
Policy review date:
Policy designate / overseen by:

5. Scanner

Rationale Agency XY®% committed to protecting the privacy and confidentiality ofRHACE

program participants Most scannes havethe ability to store a digital copy of the image scanned

to the hard drive of the deviceScanners aremost oftenrusedto make electronic odigital copies

of hard copy documents. Typically, these types of documents can contain peirdonalation. If

intercepted, the documentould put womenchildrenand youttQ & LINRA @ O& |y R &l ¥FSia.
PEACE prograpersonnel must abidby PIPAvhencopying personal information through a

scanner.

Note: Cther policiesrelated to amultifunctional devie such as printer and/orafax machine
may also need to be considered.

Policy Statementin compliance witlPIPAPEACE prograpersonnelat Agency XYi#ill ensure
the confidentiality,privacy and safety of womeghildrenand youthwhen making copies of
documents containing personal information

51 Scanningpf Personallnformation

ProceduresBefore agreeingo scan a document contaimyaLIN2 I3 NJ Y LJ NI A OA LI y
personalinformation, PEACE program personnel wiform her or the mature minor of

any potential risks that could impact her safety and privacy. This can inbluide not

limited to, interception andriformation being accesed byother Agency XY gersonnel,

leasing companies or future owners of the machine.

16
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5.2

5.3
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According to PIPA, women and mature minors must consent to having their information
collected InformedConsenformsl Y R G KS t 9 ! Reldase dNEdanatiohdrtha
will be given to the participan If they consent to the release of their information they will
complete and sign the form3Nomen, children and youtwill beinformed that they can
revoke theRelase of Informatiorat any time vidi KS t 9! / $Reldbkd#iaa bl Y Q
Informationform.

All InformedConsent, Release of Informatiand Revocation of Informatioformswill be
filed in theLIN2 I NJ Y LJININI A OA LI y i Qa

Sorage

Procedures:Women and children askirlEACE prograpersonnel to scan documents on
their behalf must be made aware of ¢#ipossibilitythat the scanner may store digital
copies of their informatiormndany associated potentidiliture risks.

TheAdministrationManager, IT subcontractor and Executive Divegtill research each
machine and their storage capacity and setup aplaN®dzi A y St & RSt S S
memory anddestroy any documents stored on the machine based on each machines
capabilities.

Program participantswill be made aware that cop®of the scannedocuments can
automatically bedownloaded and stored oh 3 S y O & computétieévork. Ifthe

iKS

I 3SyO0eQa aoOlyySNI A& aSd dz2d G2 Fdzi2YFdGAOK€E €@

network, gint a cqy for the participaneaind delete the electroic copyimmediatelyto
prevent inadvertent disclosure glersonalinformation and any security, privacy and
safety risks.

Purging of Personallnformation

Procedures:! 3 Sy O &computét Qeiwok is accessible by staff atfdrd party
vendors and sulzontractors. In compliance with PIPA, no documents containing
personally identifying infanation will be kept od 3 Sy’ O & computét Qaiwork. After
scanning thelocumentand giving a&opy to the participantPEACE prograpersonnel
will immediately delete allocuments containing personaformation from! 3 Sy O @&
network.

17
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5.4 Destruction of Hardware

ProceduresTheAdministration Manager in conversatiowith the Executive Director and

IT subcontractowill ensue that all copies of documents storedn! 3 Sy O &computésQ &
network andscannes aredestroyed before the machine is sold, donated or returned to
the leasing company.

Note: Other policiesrelated to amultifunctional devie such as printer and/orafax
machinemay also need to be considered

Policy created date:
Policy review date:
Policy designate / overseen by:

6. DesktopComputes Owned byAgency

Rationale:! 3 Sy O @ PEACGEYp@grais committed to ensuring that alvomen, children and
youth experiencing vilence are able to communicate with PEACE program persosive the
most accessiblenethod of communicatiorior them, and that personnel have the necessary tools
to provide PEACE program services

Computers have become essential fongee delivery. Providing access to computers has also
becomenecessaryor program participantso be empowered, 6r example to researchchods,
connect with familyand friends, fill out formsapply for workand communicate with PEACE
programs

PolicyStatement: Agency XY grovides computers for PEACE prognaensonnel andor program

participantuse. Program participantsgill accesslevices, use logingand WiFiconnectionghat
are separate from PEACE prograengonnel

18
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6.1

6.2

6.3

Passwords
Procedures:

a) PEACE programepsonnet supervisors will liaise with th@dministrationManager to
ensure thatall PEACE prograpersonnel will have a ugue User ID loop and
password to acceszgency ownedomputers.A copy of the log in and passwordglwi
be given to the supervisor, Administration Manager or Executive Director and stored
in a lock cabinetWhen not using the computeREACE prograpersonnelwill log
off.

b) Program participants TheAdministrationManager will work with théT
subcontactorto ensureparticipantdesignateccomputers have &uest bgin and
passwordor women, children and youttvishing to usearticipantdesignated
computers. Ideallyprogram participantsvill usea separatecomputer from program
personnel that iparticipantdesignaed. Howeveyif there is not acomputerfor
participants accessirnipe PEACRrogram, and theparticipant mustuse a computer
designated for PEACE prograrrsonne] PEACE program personméll log off and
the participantwill login using the Guesbhin and password provided his will
ensurethe security offt 3 Sy O & computét Qeiworkand confidentialityand privacy
of other participants

Security Software

ProceduresTheAdministrationManagerat Agency XY®ill ensurethat the IT
subcontracor will install antivirus,anti-spyware programand antimalware programsn
all computers andet up a schedule to ensutkat they are routinely updated.

If PEACE program personmeitice something suspicious or rége a virusvarning or
alert ontheir computer oron a computeidesignated foparticipants; PEACE program
personnel and program participamigll discontinue usg the computer and report a
potential breach taheir supervisor orAdministrationManagerimmediately.

Computer for Program Participant Use

ProceduresTheAdministrationManagerat Agency XY partnership with the IT
subcontractor will ensure thaBuest accounts will be set up without administrator rights.
This will make it more difficult fanyone to download anything onto the computer
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without administrator permission. The Executive Director and IT subcontractor will also
ensure hat computersdesignated for program participangse not connected to the

I 3 S ydorapatar network and will casider disabling the ability to remote access into
these computers and disable file sharing.

Use of Technology Policy Template Guide

Programpatrticipantsare encouraged to use theimm USB drive® store documents
rather than saving them on PEACE progcmputersthat are accessible to all
participants. Ifwvomen, children and youtdo not have their own USB driv@endwhen
funding permits, USB drives may be availablgpfogramparticipantsto download and
save important documents orPEACE program personméll also discuss the importaac
of password proteting USB drives withrogramparticipants

6.4 Webcam

ProceduresWebcams on computertypically have a visible lighiat turnson so that the
user knows the webcam is ofdowever,it is possibleon some computers to disabtee

light from turning on.PEACE program personnelgency XYZnd program participants
will turn off the webcam when not in use. All3 Sy O & computés€ll have a cover

on their webcam (removable sticker, post it note, tape etc.) when not in\gdcams

will be positioned so that the location of the computer does not inadvertently reveal any
potentially identifying and confidential information such as the location of the agency or
reveal the identity of program participants.

TheAdministrationManager in conjunction with the IT subcontractor and Executive
Director will ensure that amvirus, antispyware and artinalware systems are set up to
scan! 3 Sy O &computes€xégularly.

Policy created date:
Policy review date:
Policy designaté overseen by:

7. Lapbps Owned by theAgency

Rationale:Agency XY®% committed to having safend accessibleechnologies available for
PEACE prograpersonnelo provide PEACE program serviceagops can make it easier for
PEACE prograpersonnel to @ their work whileworkingoffsite. Laptops can helPEACE
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programpersonnelto access files from the office, access email and update any paperwork or
reports.

Use of Technology Policy Template Guide

Though their size and portability can be convenient, there are security and safetgsskmted
with laptops used for PEACE program walklike adesktopcomputer that is set up in a specific
location, laptops can be easily stolen or mispladeib.also very easy for others to pick up a
laptopand scroll thragh the information, which caimclude the personalniformation ofwomen,
children and youttaccessing PEACE program serviSesneone withmalicious intentand with
access to a spyware prograrauld quickly instalt onto the device

I 3 Sy Oe&owned Fiibs have the abilitytove2 § St & O2yySOG G2 GKS | 3Sy«
network to access files and systems such as tiraets, accounting and/or electronitatabases.

Laptops also have the capability to sync to other devidésscan poseconfidentiallyrisks and

potential for a datébreachif the laptop is not secure.

Policy Statement:Agency XY Bermitsthe use ofAgency XY#@wned hptopsby PEACE program
personnel while they are working offsite. Using laptops that are not owne&geycy XYaAre not
permitted to be used for anwork that includes the personal information of program participants.
Thiscan breach the confidentiality of womechildrenand youthaccessing PEA@Egrams and

put their privacy and safety at risk.

7.1 Passwords

Procedues: AllAgency XYEptops will be password protected and set up by the IT
subcontractor. Brsonnel using\gency XYREptops must use themniquecomputer User
ID login and password to access laptops.

7.2 Security Software
ProceduresTheAdministrationManager and IT subcontractor will ensure that security
softwaresuch asanti-malware software (including antirusand antispywareprograms)
are downloaded on alhgency XY#@wned laptops and are regularly updated.
Whenneeded, PEACE programarsonnel are required tbringthe laptop they are using

onsite on an agreed upon date allow the IT subcontractor tensurethat all programs
and software ag up to date
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7.3

7.4

7.5
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If PEACE program personnel notice something suspicious or receive a virugvearni
alert on theiragency laptopPEACE program personnel wiicontinue using the laptop
and report a potential breach to their supervisorAaministrationManager immediately.

Accessing WFi

ProceduresPEACE program personnel will not cecinto and use public \ARi networks
whenworking on files and documents that contain gmgrsonalinformation or sensitive
details This includesut isnot limited to, free WiFi networks available in coffee shops,
restaurants, airports, community cess, hotels and libraries. These typically insecure
networks are vulnerable to hacking or interception.

Webcam

ProceduresWebcams on laptops typically have a visible ltbat turns onwhen in useso
that the user knows the webcam is oRlowever,it is possible on some laptops to disable
the light from turning on.PEACE prograpersonnel atAgency XY®ill turn off the
webcam when not in useAll! 3 Sy O &laptops WilbBave a cover on their webcam
(removable sticker, post it note, tapetc.) when not in use.

Webcams will be positioned so that the location of the computer does not inadvertently
reveal any potentially identifying and confidential information such as the location of the
agency or reveal the identity of program participsn

TheAdministrationManager in conjunction with the IT subcontractor and Executive
Director will ensure that amirus, antispyware and artimalware systems are set up to
scan! 3 Sy O &computes€xégularly.

loggingini 2 ! 3Sy O& er Nehibik Remateryl(W)

Procedures PEACE pgpam personnel will log intb 3 Sy O &virtua| rigt@aikby using
their unique User ID log in and password.

When using agency owned laptops in public spa&®yCE program personnel will
9 position the laptop in such a way that confidential informat@amnnotbe breached
(e.g. by others having the ability to read over their shoulder or from the next table).
and,
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9 not access free public wireless connectdavhen working on confidential program
participant information.

7.6 Connectionto Other Devices

Proceduresa I y& f I LJi2LJa KI @S GKS OF LI OAle (2 aeyo
to iPadsjPhonesand Apple watche$?EACErogrampersonrel will ensure that their

agencyowned laptop is not linked to any other devices whether they are work related or

personal. They will do this by not inputting their personal User ID into a work lapidps

will make thelaptop more secure and prevent inadvertent disclosure of any eas
information.Personnel can do this by creating a specific User ID (ex. Apple ID) for work

laptops only and not use this ID with any other device.

Policy created date:
Policy review date:
Policy designate / overseen by:

8. TabletOwned by theAgeny

Rationale:Tables can make it easier for PEACE progpansonnel to do their work whilevorking
offsite. Tablets can help PEACE progparsonnel access files from the office, access email and
update any paperwork or reports. Though their sizd portability can be convenientising

tablets that are not owned bjrgency XY£Zan breach the confidentiality @fomen, children and
youth accessing the PEACE program and put their privacy and safety at risk.

Unlike a computer that is set up in a specific locattabhletscan be easily stolen or misplacdd.
isalso very easy for othete pick up a tablet and scroll through the information, which could
includethe personally identifying informationf women, children and youttaccessing the PEACE
program

alye GlFLofSia KIFIgS GKS OF L) OAGe G2 aeyO ¢gA0K 20K
Apple watches) Tablets also allow users to download all kinds of applications (Apps). Sume
givedevelbJSNB | 00Saa (2 GKS GFLotSGz AyOfdomAy3a | 00Sa
contacts, communication and photof. PEACE program participant information is stored in email,

contacts, or other areas in the device, it might be possible for thenmétion to be accessed by

theseApps.
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Avoiding use of no#gency tablets will help to protect program participants, PEACE program
personnel anddgency XY#om subpoenas and breach of confidentiality legal actidhis will
make the tablet more secure and prevent inadvertent disclosure of any personal information.

Policy Statement:Agency XYallows the use oAgency XYBAwned tablets by PEACE program
personnel while they are workinoffsite. In accordance with the guidelines provided by the Office
of the Privacy Commissioner of Canada and the Office of the Information and Privacy
Commissioner for BC, using tablets not ownediggncy XY# communicate with program
participants is prohibited.

8.1

8.2

8.3

8.4

Account Set Up

ProceduresSome tablets require an account in order to fully operat@e

Administration Manager and IT subcontractor will set up a general account for the tablet
such as amagencyApple ID if necessary and store the informatiom itocked cabinet on

site. PEACE program personnel must not use their persoralmitscon agency owned
tablets.

Passwords

ProceduresAll Agency XYownedtablets are set up with a-8 digit security passcode by

the AdministrationManager ad/or IT subcontractor. PEACE program personnel will

receive thepasscode when signing outthe tablé  OK LINP IANF Y LISNE2Y Yy St Q
will be given to the supervisor or Administration Manager in a sealed envelope, kept in a

locked cabinetand onlyaccessedf necessary.

Soring Contacts

ProceduresPEACE program personnel will not save or store any past or present PEACE

LINE ANI Y LJ NIi A OA LI vy (AQeéncy @ ghfiet @hlietsA y T2 N GA2Y 2\
Names ofAgency XYZg@ersonnel can be stored on the phones caettlist on a first name

basis only.

PersonalUse

ProceduresWhenAgency XYBbans atabletto a PEACE program personnel to use for
work purposesAgency XY#ill communicate clearly all policies related to personal use of
the agencytablet. Theseinclude policies related to:
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8.5

8.6

8.7

storage of personal contact informatipn

taking personal photos or videps

downloadng of Apps,

connecting to other devices

location tracking/GPS enabling functigasd
sending and receiving of personal communicasion

=A =4 =4 =4 =4 4

Ownership and Privacy

ProceduresBy law,Agency XYmustensure PEACE program personnel are following the
policies outlined in this document and storing and destroying personal information in
compliance with PIPA. If necessary, PEACE program personnel may be asked to provide
their agency owned tablet to reviesecurity updates, and confirm that deletion of
communications are up to date.

According to the OIPC BC, personal information in an organizations control may be subject
to reasonable and acceptable corporate monitoring.

Sharing: Location and Content

ProceduresPEACE program personnel will ensure that location services are turned off on
their agency tablet when they are not using it.

PEACE program personnel will also disable Bluetooth capehditi theiragency tableto
minimize the risk ofriterception.

Note: If the location settings are turned on and PEACE program personnel take a photo or
video, the location, date and time of where the photo/video was taken will be stored on
the photo/video metadata (data of the photo).

TakingPhotos andVideos
ProceduresPEACE prograpersonnel will not take photos @nywoman or child
accessinghe PEACE program éwgencyXYZowned tablets without their informed

consent. PEACE program personnel will only take work related photos and erd#uesr
Agency XYBAwned tablets.
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8.9

8.10

8.11

TS
N

Py
‘x. S

In compliance with PIPA, PEACE program personnel will inform program participants of
any risks associated with having their photo or video taken such as risks when posting
photosonlineand storing photos and videos on a cloud sewhich makes it easy for

third partyinterception.

PEACE program personnel will obtain written consent ohad®Consentform from

program participants before taking any photos. Participants will berimédrthat they

have the right to withdraw their consent to use their image at any time.

Storing and Destroying Photos and Videos

ProceduresWhen setting upAgency XYawned tablets and the accounts associated with
it, the Administration Manager ahlT subcontractor will ensure that photos and videos
are not automatically backed up to any cloud servers including iCloud or Google Drive.
When photos and videos are no longer needed they will be downloadedAxacy

, vaaiad computer network and deted off of the tablet within 3 business days.

Cloud Backup

ProceduresWhen setting upAgency XYawned tablets and the accounts associated with

AGS GKS ' RYAYAAGNI GA2y alylFr3ISNIFYR L¢ adzm0O2)
includingtexts, emails, contacts, photos and videos are not backed up to any cloud
serversincluding iCloud.

Connecting to Wi

ProceduresPEACE program personmarking on files and documenthat contain any
personalinformation or seniive detailsor communicating via email or Instant Messenger
with participantswill not connectto or use public WFi networks. This includgsut is

not limited to, free WiFi networks available in coffee shops, restaurants, airports,
community centers, hotels arlibraries. These typically insecure networks are vulnerable
to hacking or interception.

Linking to Other Devices

ProceduresPEACE program personnel will ensure that their agency owned tablet is not
linked to any other devices whether they are work related or personal.
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8.12

8.13

8.14

8.15

Anti- Virus andAnti- Soyware

ProceduresTheAdministrationManager and IT subcontractor will ensure that security
software or antimalware software (including antirus programs) are downloaded on all
Agency XYBwned tablets and are regularly updataghen new updates are availablé
the tablets are being useaffsite, PEACE program personnel will be asked to return the
tablets to theAdministrationManager 5 business days in advant¢he IT subcontractor
performing an update

Downloading of Apps

ProceduresPEACE program personnel must be cautioubefypes of Apps that are
downloaded ontoAgencyXY Zablets and fully read the Terms and Conditions of each App
that they do download. PEACE program personnel will only download Aaipare
necessary for their wotkkFEACE program personnel widypclose attention to what data
theseApps are accessing and collecting by reading the permissions, either on the device
ortheAppQa ¢ Beéfaierdowdloading them to their work tablet

If PEACE program personrfedve any doubtthey willcheck witha supervisor,
Administration Manager anébr IT subcontactor before downloading aApp.

Updating theTablet

Procedures: One easy security precaution to keep the tablet secure is to update the
operating system with the latest versions. PEACE prograsopeelat Agency XYill
download all available updates to their devices within 5 business days of the newest
update available.

RemotelyWiping or Disabing aPhone

ProceduresA copy of the tablet account information and passwords will bedegite

with the Administration Manager,upervisor or Executive Director in case thgency XYZ

owned tablet is stolen or misplaced. If the tablet is stolen or misplaced, PEACE program
personnel will report this to their supervisor immediately. The suer will contact the
Administration Manager who will then connect with the IT subcontractor to assist in
NEY2GdSte RAaAlofAy3a o0f201Ay3a GKS GFLoftSi FNRY
contents) the tablet in case any personally identifyingiinfation of program participants

are on the tablet.
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